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Microsoft is recognized as a leader for UEM tools

2022 Gartner® Magic Quadrant™ for Unified
Endpoint Management Tools
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Microsoft Intune Suite

Remote Help
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Microsoft 365 Apps

Simplicity | Security | Savings
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Microsoft 365 Business Premium
June 2023

m36imaps.com

Enterprise Mobility + Security
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Microsoft 365 Business Premium

- Tamper
B e ‘ Protection Protection
App for Teams
Password ‘
Office Protecfion
for the Web
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Update for _

| Business Filtering !
3rd Party
MFA Defender for Business '
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Microsoft 365 Business Premium includes Windows Pro
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onnections upgrade from earlier Pro versions + Universal Print

Azure AD Premium
Plan 1
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Enterprise Mobility + Security Windows Pro

Microsoft 365 Business Premium | M365 Maps Q
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INtune Suite

Intune Plan 1

Included in EMS E3 or
Microsoft 365 E3, MES5, F1, F3,

and Business Premium plans

*Also available as individual add-ons

**Additional advanced features to be added in future releases

Intune Plan 2

Add to Plan 1 to utilize
these features:

Included features

* Tunnel for Mobile App Management
* Specialty device management
* Future advanced capabilities**

Prerequisite
* Intune Plan 1

®

Intune Suite

Add to Plan 1 to utilize
these solutions

Included solutions*

* Remote help

* Endpoint Privilege Management
» Advanced Endpoint analytics

» Advanced app management

* Cloud certificate management

* Future advanced solutions**

* All Intune Plan 2 features

Prerequisite
* Intune Plan 1

Intune | M365 Maps
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Windows Enrollment



Windows Autopilot

Device IDs i I Autopilot profile sync
> Windows Autopilot < Y Intune
Device sync
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Deliver direct to Employee

Employee unboxes
device, self-deploys



DEMO

Microsoft Intune admin center

‘ﬂ‘ Haome

£4l Dashboard
= All services
ﬁ Devices
PRs
‘- Endpoint secunty
Reports
:., Users
& Groups
_‘Q‘ Tenant administration

X Troubleshooting + support

Home » Devices | Enroll devices >

Enroll devices | Windows enr

Learn about t
Windows enrollment

General
Apple enrcllment
Android enrollment

Enrollment device limit restrictions

Enrallment device platform
restrictions

Corporate device identifiers

Device enrollment managers

Windows




Systems Management



Settings Catalog

 Configurable settings all in one place

« Generated from Windows 10/11 CSPs
« Reduces the need for custom profile
 Quickly add new Windows settings

Settings picker X
Use commas " among search terms to lookup settings by their keywords v Basis @ Configuration settings Assignments
5 o -
+ Add settings
-+ Add filter

Browse by category ~ Authentication Remove category

Authentication Specifies whether password reset is enabled for AAD accounts.

Browser

Learn mare

Device Lock

Allow Aad Password Reset (D) m Allow ]

Local Policies Security Options

results in the "Authentication” category Select all these settings

Setting name

Allow Aad Password Reset D)

Microsoft Intune - Utilizzare il settings catalog per configurare dispositivi Windows, iOS/iPadOS e macOS - ICT Power



https://www.ictpower.it/sistemi-operativi/microsoft-intune-utilizzare-il-settings-catalog-per-configurare-dispositivi-windows-ios-ipados-e-macos.htm

Group Policy Analytics

« Tool to analyze on-premises GPOs

« Helps translating to cloud settings
 Import saved XML GPO report
 Get a migration readiness report

Home > Devices

Devices | Group Policy analytics (preview)

+ Export =2 Migrate £ Got feedback?

|):' Search | @ -+ Select all $ Import O Refresh ™ Filter

F

0 conditional access
your settings to modern management.

Use Group Palicy analytics to analyze your on-prem Group Policy Objects (GPO) and determine your level of modern management support. Click “Import” to begin the

Configuration profiles Learn maore
™ Scripts
™ Remediations £ Search by Group Policy Name or Active Directory Target
Group Policy analytics (preview) Showing 1to 1 of 1 records [
ER Update rings for Windows 10 ) . , . .
and later Migrate T Group policy name T Active directory target T MDM support Ty Unknown settings T

Feature updates for Windows
10 and later

gpmigrate gpmigrate A 5% View

Microsoft Intune — Migrare le Group Policy con Group Policy Analitycs - ICT Power



https://www.ictpower.it/cloud/microsoft-intune-migrare-le-group-policy-con-group-policy-analitycs.htm

Microsoft Intune admin center

‘ﬂ‘ Home

Dashboard
= All services

Devices

Conditional access
Apps

Configuration profiles
Endpoint security

Scripts
Reports

Remediations
Users

22 Groups Group Policy analytics Policy name 1
JIL =
Update rings for Windows 10 o
S} Tenant administration and later Enable administrator
#% Troubleshooting + suppart ature updates for Windows Enable Remote Deskt
10 and later

i05 device restriction
Quality updates for Windows 10
and later Mozilla Firefox

Driver updates i 0 Web Sign-in per Win
and later

Win10-DeviceConfig-
Update policies for io

Update policies for ma

Android FOTA dep

Enrollment device limit



Application Management



App Management
_____|Apptype __ |Descripion
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Store app
Microsoft 365 Apps
Microsoft Edge

Web link / application

Defender for Endpoint
Built-in app

Line-of-business app
Win32 app

macOS app (DMG)

Android Enterprise
system app

Takes the user to the manufacturer store
Configure and deploy Microsoft 365 apps (Office)
Configure and deploy Microsoft Edge browser
Shortcut to a web app

Defender for Endpoint agent deployment
Curated managed apps (e.g. Office apps)

Custom created apps, where you provide the
source (apk, ipa, msi, appx, pkg)

Lets you use own deployments and specify details
like detection, requirements and dependencies

Disk image file that contains one or more
applications

Enablement or removal of system apps (e.g.
Contacts)

Cloud storage for Intune iOS and Android LOB apps is limited to 2 GB.

Total storage is unlimited (for trial subscriptions 2 GB).
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Select app type

Create app

App type

Select app typs

Store app

Android store app

105 store app

Microsoft Store app (new)
Microsoft Store app (legacy)
Managed Google Play app
Microsoft 365 Apps
Windows 10 and later
macO5s

Microsoft Edge, version 77 and later
Windows 10 and later
macOs

Microsoft Defender for Endpoint
macOs

Web Application
105/iPad0S web clip
Windows web link

Other

Web link

Built-In app
Line-of-business app

Windows app (Win32)



DEMO

Microsoft Intune admin center

ﬁ Home

Dashboard
= Al services
Devices
Apps
Endpoint securty
Reports
Users
4 Groups
.".'?' Tenant administration

A Troubleshooting + support

Home 3

® Apps | Overview

Overview

All apps

mMonitor

By platform Tenant
Windows

Install
i0S/iPad0Os
LIJ macOs

E aAndroid

Policy Moz
59 App protection policies Intun

#% App configuration palicies

®. i0s app provisioning profiles



Systems Protection



Nntune

Mobile Device
Management (MDM)

Conditional Access:
Restrict access to managed
and compliant devices.

Mobile Application
Management (MAM)

Conditional Access:
Restrict which apps can be
used to access email or
files.
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Enroll devices for
management.

Report & measure

device compliance.

Publish mobile
apps to users.

Report app

Inventory & usage.

Protect your Data on Virtually any Device with

Provision settings,
certs, profiles.

Remove corporate
data from devices.

Configure and
update apps.

Secure & remove
corporate data
within mobile apps.



DEMO

Microsoft Intune admin center
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